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It is also important to recognize that some companies tried to resist 
efforts to silence people who had damaged the US government and its 
diplomatic effectiveness but who had yet to be formally charged with, let 
alone convicted of, a crime. In January 2011, the news broke that US 
government prosecutors had obtained a subpoena requiring Twitter to 
hand over account information for five people who had been involved 
with WikiLeaks' publication of classified US diplomatic cables. The 
subpoena concerned not tweets— which are public to begin with— but 
private direct messages between users, records of IP addresses (which 
can help investigators determine the location of the computers or de- 
vices from which certain postings were made), and so forth. The gov 
ernment had not established a criminal case against any of these: 
individuals. Twitter's lawyers fought in court for the order to be un- 
sealed, and thus able to be shared without breaking the law. They won, 
and immediately informed the five individuals of the request made for 
their information. Asked by the New York Times about the case, Twitter 
spokeswoman Jodi Olson replied, "To help users protect their rights, it's 
our policy to notify users about law enforcement and governmental re- 
quests for their information, unless we are prevented by law from doing 
so." Several WikiLeaks team members say they suspect that Google and 
Facebook were served with similar subpoenas. As of August 2011, the 
two companies had no comment. 

The implications of WikiLeaks— and the issues it raises— are ex-1 
traordinarily complicated, and to be properly understood, they need 
to be unraveled, with each strand of intention and consequence ana-i 
lyzed separately. Certainly innocent diplomatic sources— including 
democracy and human rights activists— were harmed or put at risk by 
the cables* release, and exposing highly sensitive work by capable 
diplomats may have had a negative effect on relations with govern- 
ments where the United States has legitimate, even vital foreign pol- 
icy and national security interests at stake. Yet at the same time, 
citizens in a number of countries have used some leaked documents to 
expose government behavior that is clearly unacceptable by any com- 
mon standards of accountability and responsibility. Regardless of 
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that it has done anything unconstitutional or illegal. But its assertions' 
about WikiLeaks nonetheless succeeded in making it more difficult 
for a politically controversial organization to publish and raise funds in 
the United States. 

We have a problem: the political discourse in the United States and 
in many other democracies now depends increasingly on privately 
owned and operated digital intermediaries. Whether unpopular, con. 
troversial, and contested speech has the right to exist on these platforms 
is left up to unelected corporate executives, who are under no legal ob- 
ligation to justify their decisions. The response to WikiLeaks' release of 
classified cables is a troubling example of private companies' unac- 
countable power over citizens' political speech, and of how government 
can manipulate that power in informal and thus unaccountable ways, 
This opaque manipulation is done in ways most people are unaware of 
or in some cases may even support, because they believe it does not af- 
fect them as law-abiding citizens. They may continue to believe that 
until they or someone they care about find themselves to be politically 
marginalized or vulnerable, or find that their rights have been violated 
for whatever reason. 
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What can or should government do about this problem? All democra 
cies are struggling to find the right balance between protecting innocent 
people from bullies and criminals on the one hand and on the other 
preserving civil liberties and free expression on the Internet. Unfortu ' 
nately many governments are grasping at solutions that put them into 
conflict with multinational companies as well as human rights groups. 

INTENTIONS VERSUS CONSEQUENCES 

The Offensive Internet, published in early 201 1, offers a collection of es- 
says by prominent American intellectuals who are concerned that the rise 
of the Internet-and citizens' dependence on it for public discourse- 
threatens democracy in a number of troubling ways. Unattributed speech 
diey ^ tends to be kresponsib]e ^ ^ 

he discourse to deteriorate into mudslinging nastiness instead of focus- 
ing on issues and facts. Citing cases such as Sierra's, several essays in the 
book argue that the Internet can make it more difficult for at least some 
women to participate in public discourse-and hence public life and 1 
pohhes-without being subjected to vicious verbal attacks and even 
threats. In the essay "Civil Rights in an Information Age," University of 
Maryland law professor Danielle Citron describes an Internet with two J 
faces: One propels us forward with exciting opportunities for women 
and minorities to work, network, and spread their ideas online. The 
other bnngs us back to a time when anonymous mobs prevented vul- 
nerable people from participating in society as equals." 

Cass Sunstein, writing in his capacity as a Harvard law professor al- 
though .the book was published while he was serving under Obama as 
head of the White House Office of Information and Regulatory Af- 
ter*, desenbes how anonymous online speech enables false rumors 
about pubhc officials and current events to spread like wildfire and be- 
come ingrained in the minds of large segments of a nation's or region's I 
population. "The marketplace of ideas," Sunstein writes, "will not work 
well if social influences ensure that false rumors can spread and become 
entrenched."He calls for laws to deter people from spreading damaging 
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under no obligation to uphold citizens' rights to free expression and as- 
sembly. Their interest in guarding anonymous users' identity from gov- 
ernment discovery is generally weak, given that the operational costs of 
defying government orders often appear to outweigh the risks of upset- 
ting some customers— certainly in the short to medium term. If gov- 
ernment is empowered to control speech and corporations have little 
incentive to protect speech, two powerful actors can potentially thwart 
citizens' freedom of speech in the digital public sphere. 

South Korea, one of the most wired nations on earth, with the world's 
highest high-speed Internet penetration, serves as a cautionary example. 
In 2005, a young woman was riding the subway with her dog when it 
defecated on the floor. A fellow passenger proceeded to capture the scene 
on video as people around her reacted with disgust and outrage when she 
refused to clean up her dog's mess. The video went viral on the Internet, 
and she became globally famous as the "dog poop girl." To harass her! 
cyber-vigilantes quickly discovered who she was and where she lived; she 
reportedly had to go into hiding, get plastic surgery, and change her iden- 
tity. Cyber-harassment has already caused a number of celebrity suicides 
there, according to numerous reports in the national and international 
media. A national poll in 2006 revealed that 85 percent of South Korean 
high school students were under stress from cyber-bullying. Not surpris- 
ingly, many South Koreans felt that things had gotten out of control, and 
voters have clamored for their elected representatives to do something. 

The result was a law stipulating that all websites with more than 
100,000 visitors per day must require users, when creating accounts, to 
supply not only their real names and addresses but also their national ID 
card numbers— which happen to be connected to a very efficient na- 
tional database. Anonymity, South Korean legislators had come to be- 
lieve, was undermining social stability, enabling cyber-mobs to harass 
innocent people and cyber-vigilantes to ostracize and shame people for 
less-than-admirable but nonetheless not criminal behavior. But this 
legal solution pursued by a democratically elected parliament ended up 
being used by economically and politically powerful people in South 
Korea to stifle speech they happened to find threatening. 
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national ID numbers of some 35 million South Koreans (out of a total 
population of 50 million) was stolen from the servers of SK Communi- 
cations, operator of the country s third-most popular Web portal. Security 
experts traced the attack back to computer servers in mainland China. By 
early August, the number of South Korean ID numbers available for sale 
on Chinese websites was reported to have skyrocketed. (Chinese gamers 
covet accounts on South Korean online gaming sites but cannot gain 
access without a South Korean ID number, which has created a lively 
market for South Korean identities.) In the wake of the attack, the gov- 
ernment announced that it would gradually phase out the real-name veri 
ification policy. 

The Indian government's approach to controlling hate speech and susj. 
pected terrorist activity online has also raised concerns about whether the 
costs could ultimately outweigh the benefits. A new law that went into 
effect in late 2009 holds domestic and international Internet companies — 
including Yahoo, Facebook, YouTube, and Twitter — accountable for 
helping to maintain "public order, decency, or morality." Companies are 
expected to take the initiative to remove potentially inflammatory ma- 
terial. Failure to comply can result in jail terms of up to seven years for 
executives. The main impetus behind the law is religious violence, an 
ancient but still current problem in India that can be inflamed by hate-, 
filled postings on the Internet. 

Because India's Internet penetration (be it high-speed broadband 
or low-speed dial-up) remains quite low — under 10 percent of the 
population — the 2009 law was not a high priority for most Indian 
human rights groups. But then in April 2011, the Ministry of Com- 
munications and Information Technology went several steps further. 
Under new rules, Internet companies would be expected to remove 
within thirty-six hours any content regulators designated as "grosslj 
harmful/' "harassing," or "ethnically objectionable." Indian free speech 
advocates have vowed to challenge the rules' constitutionality. A* 
Pranesh Prakash of the Center for Internet and Society in Bangalore 
put it, "The Indian Constitution limits how much the government cafl 
regulate citizens' fundamental right to freedom of speech and expres- 
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Even so, civil liberties groups have good reason to be concerned tJ 
when excessive liability is placed on intermediaries, companies end 1 
taking on censorship and surveillance functions without sufficient trans- 
parency, accountability, or public oversight. 1 

It is at this newly forged digital intersection between corporate an 
political power where batdes over freedom and control are being wage 
throughout the democratic world. In a January 2011 report tided Thi 
Slide from "Self Regulation* to Corporate Censorship, the Brussels-base<f 
nonprofit European Digital Rights Initiative (EDRI) warned that eve* 
though European democracies have not set out to create a "privatize! 
police state," they may inadvertently be heading in that direction, marJdj 
to growing pressure by governments on companies to police themselves, 
It is increasingly the norm in Europe for Internet companies to have "in/ 
vestigative, monitoring, policing, judging and sanctioning powers dele- 
gated to them, occasionally through legislation but, far more frequently 
by coercion or by weakening or redefining the protections that they have 
been able to avail of up until now." As a result, wrote EDRI director Joe 
McNamee, "intermediaries' own consumers are increasingly being treated 
as 'the enemy.Their Internet access is being increasingly blocked, logged, 
spied upon, restricted and subjected to sanctions imposed by the inter- 
mediaries, who fear legal liability for the actions of their clients." The 
implications, McNamee warns, threaten the core of the democratic en- 
terprise, thanks to "a general abandonment of the traditional concept of 
the rule of law and the role of the judiciary The result is the 'death by a 
thousand cuts' of traditional policing and judicial transparency." 



SAVING THE CHILDREN 

One example of extrajudicial enforcement is the United Kingdom's In- 
ternet Watch Foundation (IWF), a private nonprofit group that collects 
complaints from the public about websites containing child pornogra- 
phy, then develops a list of banned sites. This list is used "voluntarily" by 
all of the UK's major Internet service providers, and most of the content 
on the IWF's blacklist is what most people would consider "legitimately 
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groups about the lack of oversight in determining what websites 
placed on the blacklist. Then in May 2011, the Law Enforcement Wort 
Party of the Council of the European Union, the EU's central legislative 
and decision-making body, issued a proposal to create a "single Euro^ 
pean cyberspace" that would block "illicit content" at Europe's borders] 
Concerned that politicians are grasping at ineffectual solutions to i 
genuine problem, in early 2011 Malcolm Hutty, president of the Euro- 
pean Service Providers 7 Association, wrote a letter to the European Par- 
liament calling for an end to Internet filtering, calling it an "inefficient 
measure." In debating the issue, some members of the European Parlia- 
ment pointed out that a website campaigning against child pornography 
was blocked twice in the Netherlands. Complaints abound about "col- 
lateral filtering"— the accidental blocking of websites that are unrelated 
to the stated reason for setting up the filtering system. 

Even more disturbing, a growing body of academic research shows, 
that Internet filtering has done little to stop the actual exploitation of 
real children and may even be exacerbating the problem. In late 2009 a 
team of academic researchers from France, Germany, the Netherlands, 
and Ireland published a research paper titled "Internet Blocking: Bal- 
ancing Cybercrime Responses in Democratic Societies." After examin- 
ing the impact of censorship on child pornographers, they reached a 
disturbing conclusion: though Internet filtering makes criminals' web- 
sites invisible to the general public, people who are determined to accesi 
them can easily figure out how to do so. Furthermore, the censorship 
does nothing to stop or bring to justice the people who are exploiting 
children in the first place. Nor does this kind of censorship actually stop 
criminals from trafficking in children and distributing child porn via 
e-mail or file-sharing services. 

In some countries, concerned citizens have successfully reversed or 
stopped the implementation of national censorship schemes. In Australia 
a proposed national censorship system officially aimed at child porn ad 
terrorism met with strong opposition. In March 2009, when the idea wai 
first being debated, WikiLeaks published a secret government list of 
2,935 websites that Internet service providers would be required to block 
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